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FIRRAT RN S WP KR s N . #0E S 2013 4F 2 A, S ICE il Db e m it 8o i
Android B3N . X LR B N A 98 T 2B T RE, I RRFEE T R RS 28 > 0t
TAEFH ZRE I R AR AN 5 oy, R BeAE B 2 A1 2 B © 28 1ok NATT AR 3% R AN m st (1) — 543

H1-F Android REMIITFHNE, P A BENS TR 7 N T3 R 8R4 H, 1 nT UME R
BN, HEMS RIS IR BRI R N . A, N T A ml LURR I 3248 BT 2 1 26
SR P a9 A B R, LA E A T 3 S I R AR A
RAF TSI EE, A Rl s | 2 M P RIF R .
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DA A A SR i o 0l AT HA 2%, S R T R 3t mT LK D I v 9 45 P e R ORI 25 . Gibler 4%

1) Http://bgr.com/2013/03/13/android-activation-growth-analysis-373572/.
2) Google Play, http://en.wikipedia.org/wiki/Google_Play.
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N BT, AT RN 2 4 I N T A B 3 P34 14% B O IkD. S8 7 B R,
BRITT A AT LR R A AN B Ak i B T R AR A A HH 25, DLHORIBGL 2 1O . ARG 1A
ZAE 2013 4 3 A RATIRE S ik, WA AT 0 C 8O S SRR T 2k tey —. T
ITRRATAADURIE TIFRE A, B F a2 7 12 e MR,

IS 1 37 (R B A5 1 T g v N A i, ST RRS BRI LS 1K . SR, AE N T 37
HHORSE DN ST AL AR RXE R, — 5T, A5 B K 20 BN o R Bt I T 3 L ORI 1] 2 T AT
BN, JIF HARZ N T2 LU AR XS B IE A I 45 2R B, AT QNI W] AR S RE_E A% LA
AN HY, Bl TR R S e A 5%. 53—y i, 8 2N g bl 5 H N, T30
AT AT QATIAN W] S FLAT w3 RENE. DRI, 7R 582 00 (0 S 9T Qi o 28—~ B 3h A

SRR H SR G AR IR L I IR AR, JCHE % 82 Android T RITIRER 2.
G, RGLAEGRAUEAERTE, 28 A 5 AR 5 AT R iy B 4. NAZE S BN =
T = PR RS BE 5, A AR DA ST B B 2on] AAE Dalvik 5585 L HEAT, thn] LAAE Smali
ARG FAB 5, HE 4 e SRR ARAD (16 1 T AYE Java ARRSETH EHHMTE M. R, RGEBMER
JEEPE, REf PR g N ] FP R DN B AT QN . BULAE RN I W3 8 B - T SR RN, R
SEORUEAEAT T N F S I I g 404 g DR I B Pt A AT . IR, Android NHI (-
SO PR 25 T AR U G R T HMERE, LUl Android N ] DR BEASHI 10 55 =07 P A S AR R VA S5 e

AT T — P AU SE A I BRI A2 Sl W AT ST A AN 5%, I HSEBL T A — A s
RUARGE. TP A T2 - B0 5 ok v AR e b RN (R AR v i i, VAR
AL THBOE RS, TTERE RS B TR 1 — R RRFAE THBOE 7R AN R P 2 T8 R A ABUEE W] A
M R E AR ARV BOH B AL BEBIORZEA TV 3. R SO IR R R Gelik 7ok A4 3R 5 i 37
AR 28R =5 N 3 iREad 14 500 AN, B T8 13 500 000 AR SIEI6 45 RIS IE T 1%
TIEA ARG PR TR AT R .

ARSLTZATLL T DTk

o i) T HETH i) AR Se BRI B AR I AT W . 2V R A e PE R I,
I HAFA R R A B SR A 2

o WPAE P AR T B AR T B R B AR AT 7B SAAL, AL A Android NTIRE P IS
P, ARG S # 2 N BT AR . 6 DR o DN AR A P 0 [] I 4 R T BRI ), A4 G 003k 158 A AR
PN

o W T H AT Android & H o = J5 PEIIAE TG DL, A7 T — AR 58385 IS =5 A 4 5,
SUREAS R SRy W pL cp AN a7 P S ERA AR AN

o SCHLT — & AN IR R AR EE, MONHIRE e TUAL 221 d5 i 14 2 R P AEABLJSE LR e e 4 FH 3
PEIRAT. AR 5 T LA R AR s =5 il sk Tl 14 500 ASRTRER, X ISR AR GeRE AT 1M
B SEIR IR, JF HARIEAS I 45 R S E5 0T 1 N BT E AR St A

de B2
2 BH=

2.1 Android MRIEF
Android I FH— B T A8 I AT YRR AT B2 54T G p APK (Android package) SCHF, 2R )i &
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At P N3 APK SCPFE — R4, M4 2 )5 RSO A 2 285 1% 8% W) Dalvik 71569 UT
PEUE L UL A/ BB SR DL B8 4415 2%, Android N T FEFIEH T Java 5 5 528, AR5 W40 36 %
Dalvik ‘#4715, Android W FHFEF [FAE ] DLAL S AR HUAREY (native code), {HAEAHIARRY ANLE AR S (1%
JESE L, RO AR DA AR e A AR A, EDO TN ST A, R T R AR 2D S Fe AR H
865, Android N )R A 42 75 S 4411, Android N 2544 7 1 Android N 0T & 3 46 K A 1y
FTA R Android SDK #HATAE 441, AN RE A A O — ALY, T 3 SRS
I F R ] AR F [R)— A2 4. B T2 AU ML, AN R PR 5 68 v F R 48 44 AN ).

FHECILAR T & BN B Y, Android N HIRRFF A A — 28R (1) 5 3LAd R i N AHEE, Android
AR Z BN . Android N JH AR Z 410 R R, Jerh BN B A D, A0E2 (el
intent HFATIEAE. (2) KM Android N H R P #ALEH] 755 =J7 )%, tean) ™ & & (141 Admob). -
T2 (11 Facebook) FFF & T HFZE (# U1 Google Analytics), 328N 1) SCAE b Fs T AR 4R
K HE. (3) %2 Android NP R AL Ai# A TSR, MAREN HIZ A 714
KA ) TR HERE . Proguard® 282 AE Android REGEH AN T JT & & W8 e KA N T 2 iy
iR Proguard HEATACHL VR . Proguard %ﬁﬁ%ﬁﬁﬁ%, 7:7/2"355, 4 T0 ] PR A5 X R ) AR ke 3
ATV, Android IXLERFPEHESIGIN T B AT QAT XE S, RN Android M HIBEAT 520 B A A
T ) IR 06 01 2% 18 313X 8 ) i

2.2 NMAEITE

ARSI B i) N AT A 4 A N BRSO R 3 4 2 H AR A A% o A R 359 A e ANt
IS, JF mARRACE AR AT WA . N TR )5 N AR TR . BT
EANRFE: (1) AT SR B A AT AR, A% O QRS 2 i 2 B o =5 R S5 A A A Cs 2
Ja RSy d T AT AN 5 EE R N A DI RE, R AL DA AN AR K esh. (2) FAT R
ISP A28 44 5 T I 240 AN ), 840 AR N IR A3 A5 I S NP 2 ), a8 0T 1 P 2
H, XA — IR S B R RF— 2 AR RBOT R 254 A ME— 1, ANRERO AR [F]
— AN A R A 2 ) e 254 — S AAN RE SR BT (R AT 0. ASSCPR R (Al s v, B
HAT R T I P AR A HEA T R

3 RAEFTERNHF

WP 1 Fros, N TR ARG I R B A5 T A T BT B, AR S B BORARALLE 73 AT B BL
ToAL BRI BOSE YRR PP REAT S i B AN g, 79 21 N TR P A o AXH,. AR AE R IR S B BE, A 6%
T B A BRSO, vH AR AR B RFIE T Bom &, 75 20 R MURE SRR RV B R, A
PR REAS N RE S o — RS AR ALV B RO R 7R . AEARLLEE 20 B B, 8L I LAY F R Py 2 TR
THEBCE R AT BLEE AT e AT A2 AT R AR,

3.1 sk

ASCHR VA TARAE Java AR, DRI N T THIAE BHX— i B 2 S 0 I T RE P S 4 A3 Java
AR, BRI IR PP AR5 44, DA 28 il A 21 1 T i AZ A,

3) Proguard, http://developer.android.com/tools/help /proguard.html.
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Figure 1 The workflow of repackaging detection system

AR SO AR N AR S  DEX M h JAR A, ARG Java 4 iF T H K H] Java 1R65.
S DEX 2| Java HIFEHE FEAS R AT 1), 2R ARYE 2 AT @1, N DEX #4038 Java AR 15 7]
CLUIAR] 95% (1)Ll e, i % FH R Al B 4T Al

W FpTiR, RZ Android N FH#EH T 56 =07 8, R0d6) 35 28, LA LR PERNTT R . O T 438
FHMIAZ ARG, DAZICE I PE X O B8 — 5 . IX LS AR 1) E AN 23 5 ) ST A U (R S, RIS R4
S MRS I (A JEE . XA A8 1R 5 M A DU (1) M 5 AR IAE AN T T (1) AN Y PN A2 EE 4T
KZ, HIBKCAE T RIFE Android 25 =5 FE, TR AU EFT G R, KRG U AR Ty
FHVTREAE T AH R 58 =07 B, S BRI AULL IR G, B, R A il B 25g AN, (22
TN AR B #AEH 7 ILRI 5 Ly, M Ly A EEIRR, SE2m @8N A F B A S0
AASEIR/N. X FEN A R B AN K AR AR B FEAIAR K, B AT T s Bl i ok 2 BT A0 06
. (2) AN AR EATAOCER, FRAMEH TA I Android 55 =7 FE, MigdwH). XA o0& T
FEF N TR =07 P, SEUCRIA L@, i, NMH B & A MEFTENH, (H2
HENA B b TN A AR5 2, JF BRI 7 HAR ) & 2%, s S8V B
A Z AR ARABL EE 3 /), AT 2 70 FF T/ ELAS I o 4 .

ASCABET Android N A =5 B A AR O, RIS =07 PRI A L SR A AT IR DALk
AN T —ANE =R AL, KA 100 2405 =7 . W@ s = 5 FE AL b e
BRI PR = . i i v S AR B A A A — AN B R OARRS, AR TR — I B R AR SR I

3.2 4F{EREL

FAT QAT I B B0 B R P SR URFAE, A2 IEAR s Bl SRIURAE 2 5, wlt T LA
P38 Tl B ARR B N - 1] R ARABURE . AEA SO, W SRS ME R SO P T 37 B A G e e A
WHLAR, AR AL CA AU e BRI TARSE R AT B B, (AT 5 Android W)
Rtk KRS AEAN RV BOASE T MBI RE A RFAE, RN R A B — SRR AL T R e
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SRR T BOHSEAS B MR TGRS, R RE P (R B — 2R 50 IR AR B0 B R,
M PRSI I > 22 T8 AR RE 502 EE B AT TR A B B i A 22 A JE ARABLER.

THEEME. TSI AR IR A Jr BUR AR AT WAL, G 1 e A AR AN T BOA S R Y
BT LA RUAS R (RF A ) . ASSORHEICA BT 3 AN B, BB BUH AT BB A R 4R A
Il AR AL A . 26— B B T OB ] S 2, AR R A, DR B e 3L 3K BUi - 4k
MEG LA Z v 5T, EAR AR B 2 kAR R LN B i 0 Al ol LA 21, AR R AR <= (5%
H =7, Cm =) AERTS I AU AR RARGE S 2 R BUR BB R fU R A, X
B v OSSR T AR P AE TR ) IR SUAE R B, R — 4B R) LU b IR, IBA T — AN A
FIWriE R, KA A AR BAE LT OB M O E2 0 1. 58 i Berb T oA B s e A A
Wi f) b L, AR s SR L, AR/ BRI SR L, AR EAL b, e RRIASUE S S =
B B B i A oA, X BURI T RO R 22 A0 RO IR SR A RER 2. — AN S
TRARARENEIA P JRE, RN AR BAE R R B, AR50 R L, e LA
Wz RIEA . I, 723X 3 AN BO, — I T 10 MR TR BOR MR AR BRI, T4k
MEERAT D bk, AERERAT RAE SCUF AT BRI T LARIN HE SRS A2 B 94T R ML A T 5 40 380K
ik

FHETTERAERE. RO T EOR PR ORFRIBACHS P B R ik, 6 TR, T vH A REfa 20
P2 m ANTHEOAEE NI A m QeI EOR &, e 0 AACRARRAES @ D THECAERAE T
PR TS o DRSS B, 25 BT S IR T A v e R, TR A
nox m AERPRFAETHEGERE CM, REAZH A AR 7 BURARAE. SR THEOERE CM [Tt 5E = 28
O(L + knm), Horpr L ACRAUEER L, b ARAUSBRb FHECH . FETHE MU R 5 A T %k
FFEI, BT Sz AU b BRI OB, R R RS IF. X BRI S A
fi PRI N, A9 A A AR S KT B BEAE 5 JR R AL AR I 75 S HDRoE 5, DDA 7 He T REAE S AU Bk
ISR — 2 A BRICZ AN, WERAE T B A 0 W A, B AE R IF 2 n CM R/ 88,

REBFMFSHOTHEE. b TIRERHE, kRN TR SRS Mk om &, 4R
B AN 5 (R 4% A 1), DR T BUELBRE DR B 7 RARE 5 R B B R ik, 9140 while A1 if
SEOR B AR Berb I BLR OB AR B R B KA, I /oS S A5 A R Berb I BLIRI
B A B WAL, S5m0 DR B R 5 20 0 2B il — MR IR T 2 2

3.3 1RIAESHR

H T o3 HT N R 3 2 TR R ARABLURE 5 BE S AN I FH R 3 2 TR AR A B BTy [ L. A B
ARG HE A IR AR A LU AR B (R A BB 1T e 1 6 O 1) Ll A s 3 ol v AR A1E 1) 2 (1)
(PIAFALEE 1S 2 1. FEANAHALBE A AT R FE ] 2 o, G 3 ANER4>: RRAE ) & (P AFRLRE blse . R0
B ARALE b, DAR N R 7 IR AR ABLBE L 2%

3.3.1 45{EEERIAELLE

A5 b (AR AIE -8 v AR DL E T LG I 55 A R AE [ 8 PR AR SZARBURE TS 21, BRI AS [ 8 1 72 )

AR AZEUE. S AR L & o AT b, BT Z B I A 5 XAABLRE 52 LKy
a-b 2211 a; X b;

CosSim = =

[Tl ™ sz S5 o
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Figure 2 The workflow of similarity scoring

X ORBE T ANAE 5 IR AL () AT B LA, AR SCARAT AT SEAR SZARURE IR ik, ifn s dd 4> ik
(¥ EEBUARL bR A 2. 2 R P BB AT 5, EAE AN A R BRI 0 a AT b (a > b),

WA ENTRIFELRE 2 XN .

a+1 a+1
KB kb, X T OB RFE M /& CVK,, CVKsy, ‘EATIIAHLE A

ProSim =

Simy, — H 1 + min (CVK; [i], CVK;[i])

1 + max (CVK, [i], CVK;[i])"

=1
FEFIIANECR s, M TR SRR & CVSy, CVS,, EATIIARBLE A
17 1+ min (CVS,[i], CVSyi])

Simg = };[1 1 4+ max (CVS; [i], CVSy[i])

3.3.2 KEZHABIAE

XA R A 5L B, EATRIRHE BRI 8 CM, Al CM,,. 6T 25 CM, 1)
FAMRHE R CV,; HBITE CM, 1 5 2 AR B R UL EC R Matchy. e RAHALRE DLHECX A LA —
o VLS R A 4k, (ERSVE I I R AR 0 O(n®), TN F v oK AR B ) L AN e e 52
f. ASCAE ] T — AN PRade g F HAERA B R U

X AR He b A e, S AR AR A R A P AR AT AT HE . AR a0 AL A AR a,
MRS B k)Y o P B AR BT . R EET AVFESILR, Bl & itk A
RN B A REAEAND L B kB —ANULECX, B0 AL B B BRI SRR T
RIS . R S L, % S E S D HAErf . R DL 1.

X TR AN AR 4R BB e K I U FCRT 2 5, ARSI ARBURE Simene H 72 5 DT Fie oS AHABLE [ 76
B3], .

Simgm = [ ] Sim (CM.4 [i], CMp [match (i)]) .
1=1

F & B O B ok ) AR AL R S v ) B 2 S, AR EREARBEE DY Sim = Simew -
Simy - Simg, HH Simg F1 Simg 78RR LR B F-HRF S IR,
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e, it B S A B A W AN AR SO T ARBL.  BEAE AR PR IR AR B 2 B ) 36 I, 4% B
A PVHEAF B Sim {H 1T A 2R, DR AR F WA RS HROoRH AL P Aok 75 2 2% R BIIX — i1 V1A
B2 30k balance = SimThres" ™% et k ACRRE AL, s RBFFS I, SimThres 4
— AN LR R R ARG, BT SimThres A & B, # A E B 0.95 A& ELE A F.
B 4 B0, B AR S B AG. #7 Sim>balance, 54 WA R3X AR S AL

#’% 1 Find matching pairs in block b for variables in block a

1: function FindMatching(a)

2: for 7 =1 to variableTotal

3: best < 0

4: for j =i — range to i 4+ range do

5: if (validNum(j)) A(VecSim(CM]|a][i], CM[b][j]) > best) then
6: best < VecSim(CM][a[i], CM[b][4])

T: match(i) = j

8: end if

9: end for

10: end for

11: end function

3.3.3 NAREFHBNE

A PRI A L0 L 25 5 FERL P AOATDLE DR L PR P AT RO %, 75
S LB AL T IOACTESE. BB BT A R B, 765 LR (O %, 51754
{1 Pass B P, SPBIRERRII A (CFIRAERLIT B Dl SR MILLG), BLLRIR B o R/
A PSR L), SR BRC# P IS SR 2 A 5 A TAT L6 38, PR I B
FE ST LT 51T RS AIAC LR JE AR THUATAER T L, s — AR AT (L3
% NBH U E. FERCFITAT G, i T RS ORRL AT B B, P A A
BEZ B BB Pubvess 4 Painss > Povees B Prina > Ponves I, WA HLSEFT A BB
B REATUHR, WAL TIRIL, H Poer BB 60% 2 HHAFLNL

3.4 AR

FHERMSBMERERSE. T RGN RN, SRR S8 NH RAEAL R 2 )5, #R
IO FH RPRFAE DRAFAE SO R, DA 5 SE U T BUARREAN BT 25 22 AN W P BEATARDURE LA, (HZ
JHRIRFAEAT B X T 0Ok 5 8 SN A RN i 3 (K37 5%, i 3 B 1R B AT BUE 6
UFRFIE AT B ORATAEE R, R T S AT B I ER 2 N R 2 PR E 5 AT W AR5 HEREA T A B
AL XIS A D T RF LSRR ARV, A3 R GRS i A I B AT R A 19 e

REGREZIE. AR B A EEB A IS AL 22 ) 253 AT R D AR B 2 45 AR
) RIS BT S AT IR ARV B R SCANK. A, ASSCAE R L S DL P L g AT 8N AL 5
AT ARG B S 4 SRR, AR R ) P2 A2 AN W LEBHERPE (S D0 1~ RS M REEI PR e

KEGRAG LA, AR PP LL R ARAEIN A R, 7 E 58 i LU (R . sizgin b kIR, 75
ARSI 38 2 FTAR 22 W AR B ECRAE 10000 BA_E, T84 PIANKFERI N EEAR, BN T2 IR
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P LB S 1 ACIR, I TR A AR OK. BUAEGACRS BRBEAT T L g, thAT 1R 2 N (K4 Qs Bt e
1000 ZeAy, ARSI P I 2 [0 AR BEAT LEAR, HIRFAARBLEE TH SR R 28— 1 Tk BL B S R AR 24K
P LA TS T, RO AR 22 ARG B ZE 5 AROK, WA @ AL, DAL, AR S S Ao A A B
RO, AU AT R, AR, A2 S M KA B, St v B AL A
ARRS BRI O BARRACH B SRR, A R MRS BRI 05 B 22 IR K, R A I A TS Bk
FEANHHBLID, DR AN BN AR R ) A o O PR AT LA, oA S s 10 22 57 R E AL 14 5 T -
— I P R R AR 2250 RO, B ARRS AT 4 20 47 5 ACRSAT 4L 35 ATAHEL; 55— 5 tg mi s
PRI 220 LK, P22 A K0 5 HARRA KON 10, Rk, @i v SooE B m i g 2= 5
L5 P 2200, RPN 5 e B AT S BE P A AR R L. AR R 05 B P LA 2.

&% 2 Optimization for code block comparison

1: function MetaFeatureCompare(a, b, attr, minSep): boolean

2: for ¢ = 1 to attributeSize

3: if (Abs(attr[a][s] — attr[b][¢]) > minOpt[:][0]) V (attr[a][¢]/attr[b][¢] > minOpt[:][1]) V (attr[b][:]/attr]a][s] >
minOpt[i][1])

return false

end if

4

5

6: end for
7 return true
8

: end function

MEREEER. RN IR AE T BOR B R A AE SO R, 78 5808 A SO R S DR AT (1 AR
TR B AL VB B R IR ) o 40 T AROR— s 70 U, BRIt A SO SO B 5 I TR AT AR, I T T
B T AOERER ). 7R RGBT, R AR BRI R BT O RS B T ORAr, AT PIAMRAE LK
JOfi RAEIL I I A B B B . SRR 2 R W], SR LEBO T SR RE MR TH R 2 170 1B
HI.

4 FRELERSH

AR RGAE Linu T 523, I FLINT A OS X T (0308, 7800 R P AL BEb,
FIIT 3 AJF TR Keytool?), Dex2jar®) Al JD-Core-Java®). Keytool I RHEHUS IR P2 4445 .
Dex2jar JAREAE R Dalvik 7318 0 0F [ gm P JAR 4. JD-Core-Java T M1 Al e 4w 1% JAR
£, Jorlt, RYENS ID-Core-Java HEAT T 305, HH AT LAZE AT RATIE LI T X T 08 X P&
F S LI G 5 B, I TR S TR, T LU R R R T UL B 4
SO PEMIMEES % T AppBrain® WISEEHEAR, 43 BIMCHE T4 e HEACISS R TR TR 3 =
D7 BERE L, ISR T B0 Android IS FH (955 =y A S, X0 505 = 7 BE R 14 44 B 047 55 3%,

FERFAESRIORAR U 70 i B, =BT C+ RSEBL. W AR AL B IS ORAFAE AL S, e
A7 A T4 B RS AR I 5 B AT,

4) Keytool, http://docs.oracle.com/javase/6/docs/technotes/tools/solaris/keytool.html.
5) Dex2jar, https://code.google.com/p/dex2jar/.

6) JD-Core-Java, https://github.com/nviennot/jd-core-java.

7) AppBrain, http://www.appbrain.com/.
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4.1 LIWINMESEIEFRIRE

ARSCIERAT T A B S8, 55— B BOR /D IUBISESS, 32 B RIS iR AR P 8 (1) 203 DA S AR
SCOTVEUMERATE; 25 I BOR CMURISESS 2 BRI R G ol 4 e vk ge.

S BILIAR T 116 4> Android M. 3X 116 AN AIRIE S A 4y, —H8 20 42 S FH T
W Fah RN, o N CEST RN AT 2000, 250 5 K EH A4 Android 3 =7
N3 LA R - Android 18 1a NG AT REZ ST RN GEIE 45 SRSk AW, Lo i g hie -
B EE), H H IR J5 3 -4 T B0 . SRR . 53 Ak, SIE86 3 1) — 44 3 S A JCR 7 W,
JT S 1 N, 38 ST A 0 P 3R S 98 ELX I Al — B A2 25 (O S22 AT R 4,
NI BRARES RS = R4S, e BB UG N FE T2 4 01 HAT AL, 31X 116 NI APK TR
/NE 50 KB #| 28 MB 2 Jil], FEAREICE Android T — N FHREF K/, BTfT 116 4 Android
IS FH T S50 (4 WA e I G 5 i 44, 70 S0 2 T3 IR 2R RS 5 B FH AR RS R0 UF 25 SR R vERf 1. i
B AE— 6 DU 3R MacBook Pro ZEiCAS LN - THIHEAT, B:1E R 402 OS X 10.8.3.

T35 B B, A R, F AR AT K. 256 250 1SR o0 R PR 4, — 8 0 2 45 fCEy 5 Y
TIN5 382 LA E N Android 55 = 5 T34 N . 228 7 N T 3% v 16 N L9
27 N KPR HEAZ 1T 500 IR, —J62 13 500 AN H. FHANE A Android 25— J5 i (IR
FHALHEREAS N T 3 e A T B AN, —35 1000 AN B E A 8RR 5 N T 3% v 43
JE TSRS, BT EAT AL N . 286 TR X 1000 AN =05 w5 8 5 0 13 500 AN
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Figure 3 The distribution of different code block size

25.00
S
20,00
Z
.2
8 15.00
= = Before filtered
,% = After filtered
S 10.00 |
L
g |
5 5.00
Q
o]
=¥

[ ]
0.00 + I 'LI ...1 lLl [ | o 1 I
NN

AR R O R R A A T R T T T T R R T T T TR T R R Y
A R LA R A A A A D e DA IR AR A IR AN IR
N A O O RO A A A A A A A AR AT IS T A B R > 1532050 D I 0 60 0V S AS A AT AN A

Code block number
4 TEF=AERN/ETRRBREENNH

Figure 4 The distribution of different code block size before/after libraries filtered
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Figure 6 The false-positive and false-negative ratios in different thresholds
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Table 1 The percentage of repackaged application in third-party application markets

Application market Sample applications Detected repackaged applications Percentage (%)
Market 1 Top 200 Apps 9 4.5
Market 2 Top 200 Apps 6 3.0
Market 3 Top 200 Apps 17 8.5
Market 4 Top 200 Apps 21 10.5
Market 5 Top 200 Apps 12 6.0
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Detecting repackaged Android applications based on code clone
detection technique

WANG HaoYu, WANG ZhongYu, GUO Yao* & CHEN XiangQun

Key Laboratory of High-Confidence Software Technologies (Ministry of Education), School of Electronics Engi-
neering and Computer Science, Peking University, Beijing 100871, China
*E-mail: yaoguo@sei.pku.edu.cn

Abstract With the popularity of smart phones, mobile applications are growing rapidly, especially the Android
applications. These applications not only provide useful features, but also bring security and privacy issues. The
plagiarist can easily crack the legitimate applications, add malicious code or change the existing libraries, and
advertise them in various third-party markets. The repackaged applications not only compromise the copyright
of the original authors, but also weaken the security and privacy of users. In this paper, we propose an accurate
and scalable approach to detect repackaged android applications and implement a prototype system. We use
the system to study more than 14,500 applications collected from Google Play market and various third-party

markets. The results demonstrate the effectiveness and scalability of our approach.
Keywords smartphone, repackage, mobile application, code clone, security, privacy
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