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ABSTRACT

The Web of Things (WoT), inherited from the Internet of Things (IoT), encapsulates functionalities into publishable
services on the Web to enable the IoT a seamless integration with the Web. The openness of the Web, in turn, directly
exposes WoT to existing attacks from the Web. In addition, WoT possesses characteristics of high security and privacy
concerns, mobility, and limited capabilities, which require specific and additional security and privacy protection beyond
existing mechanisms. More importantly, WoT is inherently connected to its context, so context information must be taken
into account in its security and privacy measures.

To address these challenges, we propose a context-aware usage control model (ConUCON), which leverages the context
information to enhance data, resource, and service protection for WoT. On the basis of ConUCON, we also design and
implement a context-aware usage control framework on the middleware layer in our ongoing SmartHome project, to
provide security and privacy protection. ConUCON is designed specifically to express the context-aware usage policy
specification, such that security and privacy requirements can be easily specified and enforced with the proposed model
and framework. Finally, we apply ConUCON to a remote appliance management prototype, as a case study, to demonstrates
its feasibility in a real environment. Copyright © 2012 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Connecting isolated smart objects like sensors and actuators,
ad-hoc networks as well as systems through unique addressing
schemes, Internet of Things (IoT) [1] extends the traditional In-
ternet from computer networks to an infrastructure integrating
the physical world with computer networks. However, systems
and networks in IoT are each designed and implemented into
unique architectures and provide distinctive interfaces; signifi-
cant effort and coordination is still required to connect them
seamlessly. Web of Things (WoT) [2] solves this problem by
introducing Service-Oriented Architecture (SOA) into IoT. It
reuses web standards and principles including Hypertext
Transfer Protocol (HTTP), Uniform Resource Identifier
(URI), Extensible Markup Language (XML), Representational
State Transfer (REST), etc. to organize the systems and physi-
cal objects with a ‘mashup’ architecture. This organization
benefits the end-users as they are able to retrieve data and
control systems in a unified way (e.g., web services), without
2696
concerning the internal implementation and transformation.
Thus, WoT is widely used in various IoT applications, such
as smart buildings [3] and smart shops [4].

However, the security of WoT faces a great challenge
because of several inherent characteristics. Generally, the smart
objects and devices might be deployed in security-concerned
and privacy-concerned environments, such as product tracking,
vehicle systems, e-health infrastructures, and household
appliances. From the perspective of an enterprise, WoT is a
promising technology in the improvement of their management
of productflow, distribution, and storage [5]. On the other hand,
a trade secret is usually involved in these transactions, which
causes confidentiality and security concerns. WoT is also
involved in individual users’ daily life; so, it is not only
protection of privacy, but also high reliability of crucial
systems, such as e-health, that must be guaranteed.

As smart objects are connected with the Internet, security
risks and attacks on the Web can be easily transferred to the
WoT systems [6,7]. Also, the objects inWoT such as sensors
Copyright © 2012 John Wiley & Sons, Ltd.
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and radio frequency identification device (RFID) tags, which
usually possess limited capability and demand extra
resources to support their execution, are vulnerable to DoS
attacks [8]. Last but not least, most existing security schemes,
such as encryption, authentication, and security protocols, are
difficult to implement in these resource-constrained objects.

Some approaches have been introduced to enhance the
security and privacy of the IoT infrastructure, including RFID
[9,10] and wireless sensor network (WSN) [11–14].
Meanwhile, some researchers strive to design context-aware
models, frameworks, and middleware for pervasive computing
(a.k.a ubiquitous computing) such as Cerberus [15],
CA-RBAC [16], and UbiCOSM [17]. However, IoT
conceptually differs from pervasive computing in terms
of involving smart objects and the Internet infrastructure.

WoT is inherently closely connected to its context. Nearly
all applications in WoT are designed to be context-
aware [18,19]. Obviously, context information, including
environment context, temporal context, user context, and
system context, must be considered in the security and
privacy issues ofWoT. So far, several mechanisms have been
employed to secure IoT, such as encryption [20–22], privacy
protection [23–25], and access control [26,27]. However, to
the best of our knowledge, there is a lack of existing work
that combines context awareness with security and privacy
protection in the IoT, especially in the WoT.

Context-aware security seems to be a promising vision yet
a challenging task because of the nature of the contexts. First,
a remarkably wide variety of properties, from temporal
and spatial conditions, system and hardware status, to
even human physiological states, could be considered as
contexts; hence, a model supporting various context types is
required. Second, context is usually presented in human-
understandable terminologies: Alice’s house, Bob’s work
time, and Eve is drunk, for instance. Thus, a security scheme
should not only define the context formally in the security
model, but also facilitate a user to define his/her context types
and to specify his/her context-aware policies. Third, context
is inherently dynamic in nature, which means a previously
satisfied policy may be violated as the context could change
at any time.

To address the above challenges effectively, we propose
a context-aware usage control model (ConUCON) for the
WoT which is based on the previously proposed a usage
control (UCON) model [28]. ConUCON combines context
awareness and the UCON model to introduce context
information evaluation into usage control decision. It is able
to provide reinforced data and resource protection regarding
context information. ConUCON formally defines, describes,
and supports the aforementioned wide variety of context
types, from temporal and spatial conditions, system and
hardware status, to human physiological states (such as
body temperature and heart rate). ConUCON enables
context-type definition and convenient context-aware
policy specification.

On the basis of ConUCON, we design and implement a
context-aware usage control framework for our ongoing
SmartHome project at its middleware level, to provide data,
Security Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Lt
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resource, and service protection. Finally, we apply
ConUCON in a remote appliance management prototype,
as a case study, to demonstrate that ConUCON is able to
augment security and privacy protection for the WoT.

We make the following main contributions in this paper.

• On the basis of the UCON model, we present the
ConUCON model to support context-aware data, re-
source, and service protection for WoT. ConUCON
enhances expressivity and practical usability compared
with the UCON model. In addition, existing models,
mostly stemming from Role-based Access Control
(RBAC), are encompassed in ConUCON. This model
also enables data and resource owners to employ more
fine-grained security mechanisms than existing models
to enhance security and privacy protection.

• ConUCON supports a wide variety of context types and
provides a convenient way to define context types and
specify context-aware policies. Moreover, ConUCON
is a continuous usage control model. The usage
decisions are not only performed prior to the access
but also during the time when access takes place. In
contrast, continuous usage decision is rarely supported
by existing RBAC-based access control models.

• We implement a context-aware usage control
framework according to the ConUCON model and
deploy it on a real WoT project. The framework allows
the administrator to express his policies on the data,
resources, and services exposed to users.

• Finally, we demonstrate, through a working prototype,
that the proposed context-aware usage control
mechanism can be easily adapted to accommodate the
variable requirements of security and privacy protection
in a real WoT environment.

The rest of this paper is organized as follows: Section 2
describes the preliminaries and the background, including
the WoT, the UCON model, as well as our SmartHome
project. Section 3 describes two motivating examples.
Section 4 presents the ConUCON model formally. Section 5
describes the framework based on the ConUCON model.
Section 6 discusses a case study to show the application of
ConUCON in a SmartHome application. Related work is
introduced in Section 7, and finally, Section 8 concludes
this paper.
2. PRELIMINARY AND
BACKGROUND

2.1. Web of Things

The IoT is a vision of a world where all kinds of
heterogeneous smart objects and devices are uniformly net-
worked together through the Internet Protocol (IP). All the
IP-enabled heterogeneous smart objects in the realm of the
IoT are expected to eventually ‘speak the same language’,
but the status quo is that hundreds of communication
2697d.
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protocols above the IP, such as Advanced Message Queuing
Protocol (AMQP), ModBus, and Megaco, have been created
by different academic groups, industrial organizations, and
enterprises for their own benefit. So far, none of these propri-
etary protocols are widely accepted as an industrial standard.
IoT is thus becoming a set of isolated networks of smart
things, as few developers could grasp the whole spectrum
of technologies related to these ad hoc systems.

In order to eliminate the tight coupling among these
isolated networks, WoT starts to take shape while leveraging
the existing ubiquitous Web protocols and standards.
Compared to those aforementioned proprietary protocols,
Web protocols and standards, such as HTTP, URI, and
HTML, are more open, flexible, scalable, and widely
accepted. Thus, integrating the smart objects and devices into
the Web is a more practical and promising direction.

The WoT implementations introduce SOA as an enabler
of interoperability among distributed smart objects and
devices. They leverage SOAP and Web Service Definition
Language (WSDL), as well as RESTful Web Services [29],
to provideWS-*Web service [30] in a simple and lightweight
manner [2].

2.2. The UCON model

The usage control model (UCON) [31–34] is a generalized
security model proposed by Sandhu et. al to cover a variety
of security aspects including obligations, conditions, continu-
ity, and mutability. As depicted in Figure 1(a), the UCON
model consists of eight components: subjects, subject
attributes, objects, object attributes, rights, authorizations,
obligations, and conditions. The first five hold similar mean-
ing with the concepts in traditional access control models,
whereas authorizations, obligations, and conditions impact
the usage decision. Authorizations permit or deny access
from a subject to an object with a particular right on the basis
of the attributes of the subject and object. Obligations require
the subject to perform specific actions before (pre) or during
(ongoing) an access. Conditions are environmental factors.

The UCON model is further extended on the basis of
attributes mutability, which allows updates to the attributes.
Attributes can be immutable or updated before (pre), during
Figure 1. The UCON Model and the ConUCON Model. (a) The usage
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(ongoing), and after (post) the usage. Detailed descriptions
can be found in [32,33].

The UCON model is proposed to involve comprehensive
aspects related to usage control. Context properties are
actually contained in the condition (C) component. Neverthe-
less, the model is inherently generic in terms of context
expression. Thus, we believe it is necessary to refine the
model to enhance its expressivity and usability. In our
previous work, we have combined context awareness with
the UCONmodel to enhance privacy protection and resource
usage control in the Android platform [35]. The work
demonstrates that the context-aware UCON is promising for
the smart phone platforms. Thus, we are inspired to adopt
context-aware UCON in WoT, where the scenario is different
from the smart phone platform in several aspects such as
participants, context types, and protection objectives.
2.3. Smarthome project

The SmartHome project is one of our ongoing projects,
which aims to construct a home automation platform. It is
designed to support a variety of applications, including
remote household appliances control, home security and
protection, home energy management, etc. It organizes a
large spectrum of smart devices such as sensors, RFID
readers and tags, magnetic contacts, smart sockets, and
dimmers, which are equipped in the house. Also, it
manages all the devices and their communication, hides
the hardware and protocol disparities, as well as provides
a uniform service interface to the application. By wrap-
ping their functionality into RESTful Web Services,
SmartHome integrates these heterogeneous smart devices
in a WoT style.

As depicted in Figure 2, the architecture can be partitioned
into the following layers: device layer, communication
network layer, and middleware layer.

2.3.1. Device layer.
The system integrates multiple smart devices, including

wireless sensors that measure temperature, lighting, as
well as humidity, RFID readers and tags, magnetic
control model and (b) ConUCON: a context-aware usage model.

rity Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Ltd.
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Figure 2. The architecture of the SmartHome project.
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contacts, smart sockets, and dimmers. These heterogenous
devices can be classified into two main categories: sensors
and actuators.

2.3.2. Communication network layer.
Smart devices communicate with our system via a variety of

protocols and standards, such as ModBus, Devices Profile for
Web Services (DPWS), and OPC-UA, which forms several
isolated communication networks.

2.3.3. Middleware layer.
The middleware layer aims to hide the heterogeneity

among smart devices and offer RESTful Web Services to
IoT users and application developers.

When connected to the system for the first time, new
devices should register its meta-data to the device manager.
The monitor will track the status of devices during runtime,
and the invoker will take the responsibility of translating
bidirectional communication. The above three components
form a sublayer called device abstraction.

On the basis of the device abstraction, the Middleware
offers aWeb service provider, which contains the application
server, the adapter, and the authentication and authorization
component. The application server provides runtime support
for Web Services that are created by the adapter through
orchestrating functionalities and data from devices below or
just wrapping them up. The authentication and authorization
component carries out the authentication and authorization
with mechanisms such as password, access control, and usage
control. TheWeb services can only be invoked by applications
after completing authentication and authorization.
3. MOTIVATING EXAMPLES

This section describes two motivating examples related
to privacy protection and service protection in our
SmartHome applications.

3.0.0.1. Confidentiality and privacy protection. An
e-health system in the SmartHome collects diagnosing-used
Security Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Lt
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of physiological data from one of the family members.
These data are stored in the database of the SmartHome.
The physician uses a web service to access the data through
theWeb.Without extra protection, it might result in a privacy
exposure. To prevent this, the family member can assign a
constraint on the data to ensure that the data are only readable
in the diagnostic room by the specified physician.

3.0.0.2. Resource and service protection. To enable
the family members to control the home appliances when
outside the house, a remote appliance management system
in the SmartHome encapsulates the control functions into
Web services. By invoking them, a family member can
remotely control his air-conditioner using his cell phone.
However, to save energy consumption, the family member
could assign the air-conditioner a usage constraint, such that
the air-conditioner will be powered up only when indoor
temperature is higher than 26�.
4. CONUCON: A CONTEXT-AWARE
USAGE CONTROL MODEL

The UCONmodel, summarized in Section 2.2, is a promising
security model suitable for modern information security
requirements. By extending the UCON model, we present a
context-aware usage control model ConUCON, which
leverages context awareness to provide reinforced data and
resource protection. ConUCON extends the UCON model
to accommodate itself in the WoT, because the UCON is
designed to cover nearly all aspects in access control.
ConUCON serves as the foundation of our usage control
framework for the SmartHome project.

ConUCON consists of three major parts: model compo-
nents, administrator policy specifications, and runtime usage
decisions. The model components are able to represent all
factors in WoT, and the administrator policy specifications
enable an administrator to specify his policies on the services
in WoT, whereas the runtime usage decisions perform usage
decision at runtime.

4.1. ConUCON model components

As presented in Figure 1(b), ConUCON contains the
following components: subjects, objects, states (which in-
volve subject attributes, object attributes, and their values),
rights, authorizations, obligations, contexts (which include
subject context and object context), and context types. The
formal definitions and essences of these components are
presented in this section.

Similar to most access control models, the concepts of
subjects and objects are the entities that initiate access
behavior and entities that are passively accessed, respectively.

Definition 1. Subjects and Objects. A subject is an entity
that holds and exercises certain rights on objects. An object
is an entity that the subjects can access or use. The subject
set and object set are denoted by S and O, respectively.
2699d.
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Example 1. In the WoT scenario, subjects are the
applications and users that attempt to access services,
retrieve data, etc., whereas objects are all of the entities that
are accessed or used in the WoT, including services,
resources, and devices.

Definition 2. Attributes. An attribute is a property used in
usage decisions, such as UIDs, invoking the frequency,
path of a service, confidentiality and integrity level, etc.
All attributes comprise the attribute set (AT).

Each subject and object is associated with a
corresponding attribute set to record and maintain the
properties related to usage decisions. The attribute set can
be queried using the following function:

t : S∪O ! P ATð Þ (1)

For a subject or object, so2 S∪O, which holds an attribute
at2 t(so). The value of the attribute so. at can be retrieved
with the function

υ : S∪Oð Þ � t S∪Oð Þ ! ran t S∪Oð Þð Þ (2)

where ran(a) is the value of attribute a.

Example 2. Some resource-hungry objects in the WoT,
such as antennas that consume significant battery energy
to transmit signals, are vulnerable to DoS attacks. To
protect such devices, administrators may limit the usage
frequency by an individual application within a certain
range. In this scenario, the usage history should be
accounted as an attribute of the device, which will be
evaluated during the usage decision process.

Definition 3. State. A state is defined as a set, whose
elements are triples (so, at, val), where

so 2 S∪O; at 2 t soð Þ; and val ¼ υ so; atð Þ:

A state element contains several attributes that are
involved in one usage decision process, as well the owner
of the attributes and corresponding attribute values. A state
is a subset of the state set (ST) that contains all the attributes
and their values.

The state is variable during and after the usage, which is
achieved by an update action:

m : P STð Þ ! P STð Þ: (3)

Definition 4. Rights. A right is an operation that subjects
can perform on objects. All rights comprise the right set (R).

In WoT, rights can be divided into several functional
categories according to the object types. For files and other
data, the rights are read, write, delete, etc., whereas for
2700 Secu
resources and services, the rights include use, invoke,
disable, etc.

The right set is defined by users, who can also define
partial rights according to Jaehong and Ravi [31]. For
example, the user can define partially read and modify, that
is R= {Read,Mod, a}, where Read denotes the read action,
Mod denotes the modification action, and a denotes a
partial range. a constrains read and modify in a range of
0≤ a≤ 1. Through this way, rights can be performed on a
part of a file but not all of it. This fine-grained manner is
especially practical in WoT.

Example 3. As mentioned in the motivating example in
Section 3, through monitoring, an e-health system gathers
miscellaneous data from a patient. For the protection of
the patient’s privacy, surgery data are only available for
his surgeon, heart data only for his cardiologist, and so
on. Thus, partially reading the physiological data will meet
this requirement.

In WoT, services are shared between collaborating
partners. In adapting to this scene, ConUCON employs
the permission label model to represent the security levels
of subjects and objects, examples include Decentralized In-
formation Flow Model (DIFM) [36] and the Android secu-
rity model [37].

Definition 5. Permission Labels. A permission label is a
credential that allows a subject to perform a specific right
on corresponding objects. Permission labels are assigned
to subjects and objects. All permission labels comprise
the permission label set (P).

For a subject, its permission labels determine which
objects it can access, whereas the labels for an object
determine which subjects can access it. Each subject owns a
permission label set, which can be retrieved using the
function

’s : S ! P Pð Þ (4)

Each resource object and service object can be attached with
a permission label to declare the permission required to use it.
The function

’o : O ! P (5)

is defined to query the label.
It is a bit more complex for data objects. Each of the

objects has two labels, one for confidentiality and the other
for integrity. The confidentiality label is an element of the
confidentiality label set (CL), whereas all integrity labels
comprise the integrity label set (IL). A subject is also
associated with these two labels to indicate its confidential-
ity level and integrity level, respectively. The orders of the
confidentiality level and integrity level are denoted by
{≤ c,≥ c} and {≤ i,≥ i}, respectively.
rity Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Ltd.
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The functions

’c : S∪O ! CL (6)

’i : S∪O ! IL (7)

are defined to retrieve the confidentiality and integrity
labels of a data object or a subject, respectively.

Definition 6. Obligations. An obligation is a mandatory
action that must be performed before or during an access.
It is an element of the obligation set (OB).

Example 4. To allow a user to remotely manage the power
supply of the house, we made the functionality of powering
off an electricity supply unit wrapped as a web service and
exposed it on the Web. Meanwhile, the unit supplies power
for several appliances including computers. To avoid
damages on the appliances resulting from sudden power
failure, the user must turn off other web services before
turning on the electricity supply unit.
4.2. Context

Context awareness has been proposed for more than a
decade. Recently, it has become more popular because of
the rise of pervasive computing, mobile computing, and
IoT. Many works have presented the definitions of
context, among which, the one proposed by Chen et al. [38]
is widely accepted. They regard context as a set of
environmental states and settings that determine an
application’s behavior, including a broad range from system
state to network status, from human physiological conditions
to human emotions, and from time to the physical world.
To accurately and appropriately describe the WoT, we focus
on the contexts related with the environment, time, human,
and system.

We define context in ConUCON as follows.

Definition 7. Contexts. A context is defined as a property
of the environment, time, human, and system, which is
related to security and privacy protection. This property
is called the context type, which is an element of the
context type set (CT).

There is a subtle difference between the context and
the attribute: a context is a property of the physical
environment, time, human, and system, whereas an attribute
is a property directly related to a subject or an object.

We divide the context into four categories:

Environment Context location of user and devices, tem-
perature, light intensity, humidity, etc.

Temporal Context temporal information.
Human Context the user’s profile, people nearby, user’s
body temperature, etc.
Security Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Lt
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System Context the property of the system, such as bat-
tery, network bandwidth, etc.

4.2.1. Environment context.
An environment context is a property of the environment

where a subject or an object settles in. It includes spatial
context and physical context. The physical context is a set
of properties of the physical environment, such as tempera-
ture, light intensity, humidity, etc., which are measurable
and can be easily evaluated during usage decision. However,
the spatial context is more complicated to evaluate. Thus, this
section presents a detailed definition of the spatial context.

A spatial context is defined as a spatial property. Spatial
context 2 CT. We adopt the geometric model of GEO-
RBAC [39] to the model the positions.

Definition 8. Feature and feature type. A feature is an ob-
ject that indicates an entity that occupies a space in the real
world, which is identified by a feature name. The features
are included in the feature set (F). Each feature has a fea-
ture type contained in the feature type set (FT).

A feature can be mapped to a geometry on the Earth. A
geometry is an object in the Euclidean space with a coordi-
nate, which is an element in the geometry set (GEO).

The functions

g : F ! FT (8)

and

x : F ! GEO (9)

are used to obtain the feature type and the geometry of a
feature.

Definition 9. Feature order and feature type order
feature type order (≤ ft) : ft1≤ ftft2 iff 8 f12F ∧ g(f1) = ft1,
∃ f22F ∧ g(f2) = ft2, x(f1)⊆ x(f2)
feature order (≤ f) : f1≤ ff2 iff g(f1)≤ ftg(f2) ∧ x(f1)⊆ x(f2)

Example 5. Office 2E315, Pentagon, Arlington, and Virginia
are examples of features, whose feature types are Room, Build-
ing, County, and State, respectively. The Room and Building
satisfy the ≤ ft order, whereas Arlington and Virginia satisfy
the ≤ f order.

Definition 10. (Real Position and Logical Position) A real
position is a position on the Earth and can be obtained us-
ing a device, such as a GPS-based equipment, whereas a
logical position is a semantic representation of a position.
The real position set and logical position set are denoted
as RP and LP, respectively.

Obviously, a real position corresponds to a geometry,
and a logical position corresponds to a feature. A real
position may correspond to one or more logical positions
under different feature types. For example, a region may
2701d.
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correspond to a room or part of a city when assigning it
with these two feature types.

The function

rft : RP ! LP (10)

is used to map out a real position to the corresponding log-
ical position under the feature type ft.

Thus, we can define the inclusion relation between a
real position and a logical position v p: rpv plp, where
rp2RP ∧ lp2LP iffrg(lp)(rp)≤ flp.

4.2.2. Temporal context.
A temporal context is defined as a temporal property.

Temporal context 2 CT.

Definition 11. Time Instants. A time instant is a time point
that has the form specified in ISO 8601 [40]:

TI :¼ YYYY �MM � DDThh : mm : ss

where

MM 2 1; 2; . . . ; 12f g∧DD 2 1; 2; . . . ; 31f g∧YYYY
2 N∧hh 2 0; 1; . . . ; 23f g∧mm; ss 2 0; 1; . . . ; 59f g

The definition of the periodic expression in ConUCON
is based on past studies in [41]:
Definition 12. Periodic Expression. The periodic expression
is defined as

PE :¼ Y Wj
Y :¼ R:years R:years⊲S:yearsj jR:yearsþM

W :¼ weeks weeksþ Dj
M :¼ R:months R:months⊲S:monthsj
R:monthsþ Dj
D :¼ R:days R:days⊲S:daysj jR:daysþ H

H :¼ R:hours R:hours⊲S:hoursj jR:hoursþM

M :¼ R:minutes R:minutes⊲S:minutesj

where

R 2 2N∪ allf g; S 2 N

Example 6. We can use the periodic expression years + 7.
months⊳ 6.months to indicate the second half of every year
and the expression weeks+ {1, 2, . . .5}Days + 9.hours⊳ 8.
hours to indicate the working hours of every week.

As a result, we can define the inclusion relation between a
time instance and a periodic time [41], v t : tiv t< [begin,
end],P>, if and only if there exists a time interval it2Π(P),
such that ti2 it and begin≤ ti≤ end, where < [begin,
2702 Secu
end],P> is a periodic time. Begin and end are two time
instants; Π(P) is the set of time intervals corresponding to
the periodic expression P.

Example 7. The periodic expression PT ¼< 2011�01�½
01T00 : 00 : 00; 2012 � 12 � 31T23 : 59 : 59�;weeksþ
1; 2; . . . 5f g:Daysþ 9:hours⊲8:hours > indicates the work-
ing hours during the years 2011 and 2012 with a time
instant 2011-04-19 T14:30:00 v t PT.
4.2.3. Human context.
A human context is defined as the human’s physiological

condition. Human context 2 CT.
On one hand, human centric service is a key objective of

WoT. On the other hand, thanks to the miniaturization of
electrical devices, it is now possible to collect real-time
information on human’s physical condition with the use of
the wearable systems [42]. Thus, some works [43,44]
combine the human physical condition with context aware-
ness, which is called human context.

Example 8. Once a wearable system or vehicle system
detects that the amount of alcohol in a driver’s blood is over
the legal limit, it should stop that individual from driving.

Human context contains measurable conditions such as
body temperature, heart rate, etc., as well as the inferrable
state, such as the emotion and the drunken state in Example 8.

4.2.4. System context.
A system context is defined as the state and property of

the system in WoT. System context 2 CT.
InWoT, the system relies on both the components and the

communication networks to run. Thus, the system context is
related to the resource conditions in the components and
network status. Thus, the system context includes component
context and network context: The component context is the
state of the components, such as battery, CPU utilization,
etc. The network context reflects the condition of the commu-
nication networks which the system relies on, such as session
count, network bandwidth, etc.

Obviously, an element of physical context, human
context, and system context such as temperature, battery,
heart rate, and so forth, could be easily denoted as a tag.
Thus, we define context properties as corresponding tag
Boolean expressions.

Definition 13. Context Property. A context property is a
semantic phrase that describes a context state. A context
property is satisfied if the corresponding tag Boolean
expression (TagConstraint) is true, where

TagConstraint ::¼< tagPredict > relator < value >

tagPredict is an operation expression that uses the tags and
number as operands, and relator is a logical operator.
rity Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
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Example 9. A context property lowTemperature could be
bound with a tag expression

temperature≤20∘C

4.3. Administrator policy specification

To allow an administrator to specify his context-aware secu-
rity policy, ConUCON defines the policy specification. A
policy in ConUCON describes the following functionalities:

• Which permission label should be assigned to a ser-
vice object? Which confidentiality label and integrity
label should be assigned to a data object? Which per-
mission label set (including confidentiality labels and
integrity labels) should be assigned to a subject?

• If a subject requests to perform a specific action (right)
on an object, what authorizations, obligations and con-
text constraints should be satisfied before (pre) and
during (ongoing) the access?
Definition 14. Label Policies. A label policy is used to
specify the permission label that will be assigned to a
service object, the confidentiality label and integrity label
assigned to a data object, or the permission label set
(including confidentiality labels and integrity labels)
assigned to a subject.

We define a function

ϖo1 : O ! P (11)

to enforce a permission label to a resource object, a function

ϖo2 : O ! CL� IL (12)

to enforce confidentiality label and integrity label to a data
object, and a function

ϖs : S ! P Pð Þ (13)

to grant a permission label set to a subject.

Definition 15. Usage Control Policy. A usage control
policy is used to specify authorizations, obligations, and
contexts that should be satisfied before (pre) and during
(ongoing) a subject’s performance of a specific action
(right) on an object. All the usage control policies are
included in the usage control policy set (UP).

UP⊆S� O� R� PreOb� OnOb� StateConstraint
�PreContext � OnContext � Update

where

• PreOb,OnOb2P(OB)
• StateConstraint ::¼ StatePredicateð Þ

|¬StateConstraint
|StateConstraint∨StateConstraint
|StateConstraint∧StateConstraint.
Security Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Lt
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StatePredicate is a relational expression in the form
of f(P(S∪O�AT))relator< value>, where f is an
operational expression that uses attributes as operands,
and the relator is a logical operator.

• PreContext;OnContext⊆ContextConstraint;
ContextConstraint::=(ContextPredicate)
|¬ContextConstraint
|ContextConstraint∨ContextConstraint
|ContextConstraint∧ContextConstraint
ContextPredicate::=
TagConstraint|PeriodicTime|LP

• Update : : =m; m is defined as Function 3.

Example 10. Let us consider the service protection
example in Section 3 to illustrate the administrator
policy specification. To adjust the indoor temperature in
the house to a comfortable temperature, he or she would
turn on the air-conditioner remotely with the cell phone
when he or she is on the way home. For the sake of
device protection and energy saving, the administrator’s
constraints on invoking the power through web service are
as follows:

• The air-conditioner will not be turned on during the
family member’s work time.

• The family member should be in his vehicle or
office when he uses his cell phone to turn on the air-
conditioner. With this policy, if he loses his cell
phone, the one who acquires the phone is not able to
control the appliances.

• Before turning on the air-conditioner, the user must in-
voke another web service to close the windows and
ventilation fans.

• When the control system receives the power on
command, it will not power on the air-conditioner if
the indoor temperature is below 26�C.

• The windows and ventilation fans should not be opened
while the air-conditioner is working.

• The air-conditioner will power off when the indoor
temperature is below 26�C.

• If the family member does not arrive home 30min after
turning on the air-conditioner, the system will turn it off.

We can specify the above policies just as in Table I.
4.4. Runtime usage decisions

We employ the Bell–LaPadula model [45] for confidentiality
and the Biba model [46] for integrity to express the authoriza-
tions in the ConUCON. Of course, other appropriate security
models can also be used to express specific application
constraints in the ConUCON if needed.

Definition 16. Authorizations. Authorizations are used to
check whether a subject is allowed to perform an action
on an object, according to a specified security model such
as the integrity models and confidentiality models.
2703d.



Table I. An example of a usage control policy.

Components Constraints
Subject All
Object WebServiceID1 (predefined as starting the air-conditioner)
Right Invoke
Pre-obligation ObligationID1 (predefined as closing or reminding the user

to close the windows and ventilation fans)
On-obligation ObligationID2 (predefined as keeping windows and ventilation fans closed)
State RFID. in ∨ (currentTime� startTime≤ 30minute)
Precontext (subject. vehicle ∨ subject. office)

∧ (¬< [2011� 01� 01T00 : 00 : 00, 2011� 12� 31T23 : 59 : 59],weeks+
{1, 2, . . .5}. day+9hours⊳ 8hours>)

Ongoing context indoor temperature≥ 26∘C
Update if(onStart)then startTime : = currentTime

RFID, radio frequency identification devices.

Context-aware usage control for web of things G. Bai et al.
The function used to obtain the authorization

Ω : S� O� R ! true; falsef g (14)

is defined in Figure 3.

Definition 17. Usage Decision. The usage decision
determines whether an access should be permitted or an
ongoing access should be revoked on the basis of authoriza-
tions, obligations, contexts, and states. The usage decision
is performed as:

• allow s; o; rð Þ⇒Ω s; o; rð Þ∧fulfill preObð Þ
∧fulfill preContextð Þ
∧fulfill stateConstraintð Þ

• revoke s; o; rð Þ⇐
¬fulfill(onOb)∨¬fulfill(onContext)∨
¬fulfill(stateConstraint)

• update (state)

The revoke (s, o, r) function reflects the concept of
continuous evaluation. Continuous evaluation is critical in
the WoT, because its participants are usually on the move.

Example 11. As described in the motivating example in
Section 3, the private physiological data are restricted to
be read only in the hospital. A doctor has acquired the
permission to read the data. Afterwards, while browsing the
data, the doctor roams out of the restricted area uncon-
sciously. The system should trigger a warning or even take
actions such as physically deleting the data as soon as it
detects this situation.

Thus, in the ConUCON, the evaluation of context
constraints is performed both before (pre) and during
(ongoing) usage.
Figure 3. The autho
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5. A CONTEXT-AWARE USAGE
CONTROL FRAMEWORK FOR WEB
OF THINGS

On the basis of the above ConUCON model, we developed
a context-aware usage control framework for WoT.

5.1. Framework overview

Figure 4 describes the architecture of the framework where
objects can communicate with each other by using the mes-
saging mechanism listed in Table II.

The circled numbers in the figure indicate the processing
flow during one usage decision process. When an application
or a user tries to access an object or a functionality provided
as a web service, the policy enforcement point (PEP) perceives
the request and invokes the policy decision point (PDP) by
using request(s,o, r). Then, the PDP performs the authorization
and activates the policy information point (PIP) with evaluate
(s,o, r). The PIP then invokes the policy resolver to resolve
predefined policies related to s and o and then invokes the
evaluation engines to check the prepolicies. After that, the
PIP sends a result (i.e., a fulfill(s,o, r) or a violate(s,o, r)
message) to the PDP, which synthesizes the received result
and the authorization result, to decide whether the access
should be permitted or denied and notifies the PEP of the
decision by using a permit(s,o, r) or a deny(s,o, r) message.
The state evaluation engine also updates the states accordingly.

5.2. Continuous evaluation

As mentioned in Example 11, continuous evaluation is
critical in the WoT. We implement it in the ConUCON.
rization function.

rity Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Ltd.
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After allowing access, the evaluation engines begin to
evaluate ongoing policies continuously. Once a violation
is detected, the engines notify the PIP, which then sends a
violate(s, o, r) message to the PDP, and the PDP will send
a revoke(s, o, r) message to the PEP immediately to revoke
the access. That is, the PIP can send a violate(s, o, r)
message to the PDP once the engines detect a violation,
whether the PDP sends an evaluate(s, o, r) message or not.

Continuous evaluation is terminated when an application
stops accessing an object. Under this circumstance, the PEP
notifies the PDP through a terminate(s, o, r) message, which
then sends awithdraw(s, o, r) message to the PIP to withdraw
the continuous evaluation in this session.

Continuous evaluation is an important improvement in
the existing access control work, whose usage decision
only occurs before the access. In particular, the web service
that is enforced with an ongoing policy should be
implemented as stateful to enable the PEP to maintain
the session.
Table II. Message types transm

Message Source Destination

request(s, o, r) PEP PDP T
permit(s, o, r) PDP PEP T
deny(s, o, r) PDP PEP T
terminate(s, o, r) PEP PDP T
revoke(s, o, r) PDP PEP R
evaluate(s, o, r) PDP PIP P
fulfill(s, o, r) PIP PDP T
violate(s, o, r) PIP PDP N
withdraw(s, o, r) PDP PIP W

PEP, policy enforcement point.

PDP, policy decision point.

PIP, policy information point.

Security Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Lt
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5.3. Framework components

5.3.0.1. Policy enforcement point. The PEP is respon-
sible of perceiving access request and termination, invoking
the PDP to perform usage decisions and enforcing usage con-
trol according to the PDP’s response. When the PEP captures
a request, it invokes the PDP with a request(s, o, r) message.
The PEP allows access only if the PDP returns a permit(s, o,
r) message. After permitting access, the PEP shifts to a listen-
ing state. If any of the ongoing policies is violated, the PEP
will be notified by the PDP with a revoke(s, o, r) message to
terminates the access. In addition, the PEP should perceive
the termination of access. Once a subject terminates the ac-
cess, the PEP sends a terminate(s, o, r) message to the PDP,
and then the PDP stops monitoring policies.

5.3.0.2. Policy decision point. The PDP is the compo-
nent that performs usage decisions. It is responsible
for activating the policy resolver and the PIP, authorizing
itted among the components.

Meaning

he subject s is requesting to perform the right r on the object o.
he request(s, o, r) is permitted.
he request(s, o, r) is denied.
he subject s terminates access to the subject o.
evoke the request(s, o, r)..
erform obligation, state, and context evaluation.
he obligation, state, and context policies are enforced.
ot all obligations, state, and context policies are enforced.
ithdraw all continuous evaluations.
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(i.e. checking the permission labels), and notifying the PEP of
the usage decision result after merging the authorization
result and the responding result of the PIP. The PDP is invoked
by the PEP when access actions, including request and
termination, occur.

When the PEP captures an access request, it invokes the
PDP with a request(s, o, r) message. The PDP then retrieves
the permission labels of s and o from the label repository
and performs authorization on the basis of Definition 16. If
the result is true, the PDP then invokes the PIP to gather
information related to the usage decision (i.e. prepolicy
evaluation result). If any policy is violated, the PDP returns
a deny(s, o, r) message to the PEP to deny access. Otherwise,
it returns a permit(s, o, r) message to the PEP and listens for
both the PEP and the PIP to process the violate(s, o, r) from
the PIP and terminate(s, o, r) from the PEP.

5.3.0.3. Policy information point. The PIP is the com-
ponent that provides the PDP with the evaluation information
on obligation, state, and on text both before (pre) and during
(ongoing) access, with the aid of the obligation evaluation
engine, the state evaluation engine and the context evaluation
engine.

The PIP is invoked by the PDP with an evaluate(s, o, r)
message. The PIP then calls the policy resolver to resolve
policies that contain prepolicies and ongoing policies.
After that, the PIP invokes the evaluation engines to
evaluate prepolicies first. If any of the engines return a false
result, the PIP returns a violate(s, o, r) message to the PDP.
Otherwise, the PIP returns a fulfill(s, o, r) message then
invokes evaluation engines to fork daemons to evaluate
ongoing polices continuously. If any of the ongoing policies
are violated, the PIP notifies the PDP with a violate(s, o, r)
message. The PIP also listens on the PDP after the prepolicies
evaluation.When it receives awithdraw(s, o, r) message from
the PDP, it withdraws the ongoing evaluation.

5.3.0.4. Evaluation engines. The evaluation engines are
invoked by the PIP to perform a corresponding policy evalua-
tion for the obligations, states, and contexts.

The obligation evaluation engine monitors the execution of
obligations. If the obligation is an action that can be carried out
by the engine directly, the engine can require the subject to
perform the obligation or carry it out directly. Recall Example
10. The engine can remind the user to call another web service
to close the windows and ventilation fans or just call the
corresponding web services directly. If the obligation can only
be observed, the engine does not return a true result until the
obligation is observed. The obligations defined by Definition
6 are stored in the obligation repository, which can be accessed
using their obligation IDs or paths specified by the user.

The state evaluation engine is invoked to evaluate the state
constraints. It first resolves the attribute type from the state
constraint expressions and retrieves the corresponding
attribute values from the state repository. Then, it evaluates
whether the constraint is satisfied and notifies the PIP of the
evaluation result. Besides, the state evaluation engine will
update the state values into the state repository if needed.
2706 Secu
The context evaluation engine evaluates the context
policies and monitors the change of the context. Similar
to the state evaluation engine, it first resolves the context
types from context constraint expressions. Then, it interacts
with underlying systems and sensors to retrieve context
value such as the coordinates, CPU utilization, and battery
power information.

5.3.0.5. Policy administration point. The policy ad-
ministration point (PAP) is a component that interacts with
the user, which allows the user to administrate the usage
policies for the data and resources in his smart phone.
The user can impose or deprive the permission labels,
confidentiality labels, and integrity labels to a subject or
an object as in Definition 5.

The PAP then formats the user’s policy specification and
stores the policies into the label repository and policy
repository, respectively. The policies are formatted in
XML, which will be discussed in Section 5.4.

5.4. Policy specification

Through the PAP, the user specifies his usage policies on his
data and resources according to Definition 14 and 15. In or-
der to facilitate policy storage and transmission among the
components, the policies are represented in an XML format.
There are several XML-based security policy specification
languages available, such as eXtensible Access Control
Markup Language (XACML) [47], Security Assertion
Markup Language (SAML) [48], and WS-Policy [49],
which are based on the RBAC access control model. We ex-
tend them to support the ConUCON. The primary tags used
in ConUCON are listed as follows.

• <Subject>, <Object> and<Right> specify
the subject, object, and right associated with the
policy.

• <Obligation> tag specifies an obligation. The
ObligationTime specifies whether the obligation must
be performed before (pre) or during (ongoing) the
access, whereas the ObligationID specifies the ID of
the obligation. The obligation evaluation engine can
retrieve the action stored in the obligation repository
with this ID. The user can specify a new obligation
by assigning the action path to the ObligationID
and use several < Parameter> tags to specify the
parameters to execute the action.

• <State> tag specifies the state constraint in the
policy. The<Attribute> tag indicates the attribute
in this state constraint, whereas the attribute Owner
indicates the owner of this attribute, and the Type
represents the attribute type. The<Expression
tag specifies the logic expression expected, which is
defined in Definition 15.

• <Context> tag specifies the context constraint in the
policy. The meaning of ContextTime is similar to that of
ObligationTime. The context consists of several
ContextComposition> tags, which are connected
rity Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
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with “∧". Each<ContextComposition> consists
of several<Factor> tags connected with the
Operator. The<Factor> is a context predicate
defined in Definition 15; the Type specifies the context
type defined in Definition 7.

• <Update> tag specifies an update policy. The
UpdateTime declares the time to perform this
update, which is in {Allow, Deny, Ongoing, Post}.
The<Attribute> tag represents the attribute to
be modified. It is stored in the state repository and
identified by Name, whereas the default value of
the attribute is Default. An<Expression> tag
specifies an assignment expression that is executed to
update the state.
5.5. Deployment

The whole framework is deployed in the middleware layer
(See Figure 2) of the SmartHome system.

5.5.0.1. The PEP. The PEP is integrated in the application
server to capture access requests to all web services.
Whenever an application invokes the web service, it
resolves the subject (i.e., the application), the object (i.e.,
the web service), and the permission labels from the request.

5.5.0.2. The evaluation engines. The evaluation engines
are implemented as a daemon to monitor and evaluate
the ongoing policies continuously. In particular, the context
evaluation engine performs context data acquisition and
reasoning. It collects the raw context data through the interfaces
provided by the middleware and then processes and reasons
[50,51] the collected data to make them meaningful for the
usage decision process.
6. REMOTE APPLIANCE
MANAGEMENT IN SMARTHOME: A
CASE STUDY

We build a remote appliance management prototype within
our SmartHome project to enable family members to
remotely manipulate the household appliances. We also
implement a prototype of the air-conditioner management
(a) Smart Socket (b) RFID Read

ure 5. Smart objects and devices in a remote appliance manage
sensors and b
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system presented as the motivating example in Section 3
and Example 10.

As a case study, we employ the ConUCON to perform
policy specification and runtime enforcement in the air-
conditioner management scenario. The objective of the case
study is to demonstrate how to utilize the ConUCON to
enhance privacy and security protection in the WoT.

6.1. Scenario overview

In this scenario, family members can manage the air-condi-
tioner by invoking a web service through using their cell
phones. Through this method, one of the family members
can turn on the air-conditioner remotely to cool the house
prior to arriving home. Meanwhile, for the sake of device
protection and energy saving, the family can also enforce
several constraints on the remote management, as listed in
Example 10 and Table I.

6.2. Prototype design

6.2.1. Components.
The smart objects and devices used are illustrated in

Figure 5.

Smart socket
er and Tags (

ment system. (a) S
ase station.

d.
It provides eight socket outlets to power
the appliances and electronic devices
connected to it. In addition, it is accessible
via web services, that is, the powering on
and powering off of each outlet can be
managed through theweb.
Sensors and
base stations
The sensors are distributed in the house to
acquire environment context data, including
indoor temperature and humidity. Each of
the sensors runs on the TinyOS 2.1
operating system and provides RESTful
style web services.
Tags and
RFID Readers
The RF-based tags are carried by the family
members. When a tag that is used to
identify the carrier enters the house, it will
be detected by the RFID reader. The
reader is connected to a PC as a gateway
via the ModBus protocol. The gateway
then provides RESTful style web services
to the upper layer.
c) Sensors and Base Station

mart socket, (b) RFID reader and tags, and (c)
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6.2.2. Implementation.
Our remote appliance management prototype is

constructed as shown Figure 6. It offers a vision of remote
appliance management leveraging the aforementioned
smart objects, as well as the SmartHome system described
in Section 2.3. Devices are connected to the device
abstraction layer through the communication network with
different protocols and standards, including the devices
profile of web services (DPWS) provided by the smart
sockets, as well as the RESTful style web services offered
by the wireless sensor network motes and the RFID
reader gateway.

The web service provider employs Java API for XML
Web Services (JAX-WS) to build an application server. It
provides two pairs of web services for this scenario. The
first pair (mark them as ServiceOn1 and ServiceOff1) is
used to remotely power on and power off the first socket
outlet to turn on and turn off the air-conditioner, respec-
tively. Whereas, the second pair (mark them as ServiceOn2
and ServiceOff2) is defined to remotely power on and
power off the second socket outlet to control the ventilation
fan.
6.3. Case analysis
Subjects and objects
2708
he subject, in this scenario, is the
T
mobile phone application (marked as Application GUID)
Dev

RESTful W

ZigBee 

DPWS 

Web S

Figure 6. The remote applianc
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accessing the remote appliance management system. In
fact, if needed, the application can be assigned a role
according to the family member who uses it. The role can
be one of {Elderly,Parent,Child,Worker}. The object in
this scenario is the ServiceOn1.
States In this scenari
Intern

ice Abstraction 

S 

Mod

Gat

RES

ervice Provider

e management prototype.
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only the working time of the air-
o,
conditioner is involved; thus, the state contains only one
triple, that is, state={(ServiceOn1, startTime, υ(ServiceOn1,
startTime))}.
Rights The right set R
 {Invoke}, and right r2R.
Permission labels Th
 permission label set P={cn.pku. sei.
e
serviceOn1.INVOKE, cn. pku. sei. serviceOn2.INVOKE,
cn. pku. sei. serviceOff1.INVOKE.
Obligations The pre-
 bligation (marked as cn. pku. sei.
o
obligation1) is to shut down the ventilation fan or
call ServiceOff2 before invoking ServiceOn1. The ongoing
obligation (marked as cn. pku. sei. obligation2) is to keep
ventilation fan off while the air-conditioner is working.
The evaluation engine can check whether the user enforces
this obligation by checking the state of the second socket
outlet.
Context Context data
 n this scenario include the spatial
i
context, temporal context, and indoor temperature of the
subject, that is, CT = {spatial context, temporal context,
temperature}.
et 

bus 

eway 

Tful WS 
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6.4. Policy specification

Label policies. We can assign permission labels to each
of the objects, o 2 {serviceOn1,serviceOn2,-
serviceOff1,serviceOff2}, with Function 11:ϖo1 oð Þ :¼
cn:pku:sei:o:INVOKE. In addition, we can also
assign the permission labels to the subject
ApplicationGUID : ϖs(ApplicationGUID) : =P.

Usage control policy. According to Section 5.4, the
administrator can specify his polices with XML, as il-
lustrated in Figure 7. The root node<Policies>
contains all the policies. It includes several <Policy>
tags; each indicates a user-specified policy defined in
Definition 15.

6.5. Usage decision

Authorization. Once the application invokes the web service
ServiceOn1, the authorization Ω(ApplicationGUID,
ServiceOn1, invoke) (see Definition 16) will be
performed.

Usage decision. A usage decision contains three stages,
as defined in Definition 17:

1. Before the usage, the pre-obligation constraint,
precontext constraint, and state constraint
specified in Figure 7 are evaluated. If all of them
are satisfied, allow(ApplicationGUID, ServiceOn1,
invoke) is invoked;
Figure 7. An XML representation of the policies.
Security Comm. Networks 2014; 7:2696–2712 © 2012 John Wiley & Sons, Lt
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2. After Step 6.5.0.10, if the usage is allowed,
updateð ServiceOn1; startTime; υ ServiceOn1; startðð
TimeÞÞwill be called, that is, m Sð erviceOn1; startTim
e; υ ServiceOn1; startTimeð ÞÞ ¼ system:currentTime;

3. After Step 6.5.0.10, if the usage is allowed, the ongo-
ing constraints are evaluated continuously. If any of
ongoing policies is violated, revoke(Application-
GUID, ServiceOn1, invoke) will be called.

In summary, we have built a context-aware usage control
framework prototype for the remote appliance management
system, to enable family members to remotely manipulate
household appliances in a context-aware manner. This case
study demonstrates that we can utilize ConUCON to enhance
privacy and security protection in a real WoT system.
7. RELATED WORK

There have been many research efforts in building
infrastructures for IoT, as well as for WoT, RFID, and
WSN. Roman et al. [28] have surveyed existing work in
securing IoT infrastructure and discussed future challenges
that will be encountered in this area. RFID security [10] has
become a hot topic recently, with the aim to protect RFID
security and privacy against the cloning attack [52,53],
physical attacks [54,55], relay attack [56], electronic colli-
sions [57], etc. For WSN, The following security aspects
have been studied [58]: routing [59], data aggregation, trust
2709d.
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management [13,14], etc. In both RFID and WSN,
encryption plays an important role because it serves as
the foundation of many security schemes such as authentica-
tion, signature, etc. Unfortunately, traditional encryption
algorithms consume a great amount of resources, making
them inappropriate for smart objects such as sensors. In
response to this issue, several lightweight solutions have been
proposed [60,20–22].

Access control models play an important role in security
mechanisms. Some researchers have extended the RBAC
model [61] to include context information in authorization
decisions. Damiani et al. proposed GEO-RBAC [39] to
support spatial roles. Bertino et al. proposed TRBAC [41]
to support temporal roles. Other extensions include
GRBAC [62,63], STARBAC [64], and LRBAC [65]. To
the best of our knowledge, only a couple of solutions have
been proposed to perform access control for IoT. Ngo et al.
[27] proposed an authorization control model PRBAC
based on RBAC to enhance the authorization control for
the wireless network services. By combining the WoT with
social networks, Guinard et al. [66] adopt authentication
mechanisms existing in social networks to perform access
control in the WoT.

The UCON model [31–34] is a generic security model
that meets a wide range of security requirements. Introduc-
ing UCON model into the WoT can provide several
benefits. On one hand, it is able to describe nearly all the
permission models, such as the permission label model in
Android and the Information flow model, which is more
appropriate for WoT than the RBAC models. On the other
hand, it supports continuous evaluation (i.e. ongoing usage
decision in UCON), which inherently copes with the
dynamic nature of contexts. As an extension of UCON,
ConUCON not only inherits the UCON’s advantages but
also enhances the context definition and context-aware
policy specification. CA-RBAC [16] is another work that
provides continuous evaluation. However, it only supports
role-based access control, which limits its users in terms
of permission model adoption.
8. CONCLUSION

To provide a seamless integration with the Web, the WoT
integrates the heterogeneous underlying systems in the cur-
rent IoT, and exposes the resulting web services on the
Web. Because of several inherent characteristics, WoT
requires additional security and privacy protection beyond
the existing protection in traditional computers.

This paper proposes ConUCON, which leverages the
context information to enhance data, resource, and service
protection in the WoT. On the basis of the ConUCON,
we also design and implement a context-aware usage con-
trol framework in the middleware level of our ongoing
SmartHome project. Finally, we utilize the ConUCON in
a remote appliance management prototype, as a case study,
to demonstrate its applicability and feasibility in a real WoT
applicaiton.
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